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COBPEMEHHOE COCTOSHUE KUBEPIIPECTYIIHOCTU
(ITO MATEPUMAJIAM KBIPTBI3CKOV PECITYB/IMKU Y1 POCCUVICKONM ®ETEPALIVIN)

T.K. Canuesa — cTyfieHTKa
Orickuit rocylapCTBEHHbII OPUANIECKUIT UHCTUTYT

B naHHoO cTaTbe OCBeLlaloTCcA CyL|ecTByoLMe 1 BO3MOXKHble NpobneMbl NPecTynHOCTN B chepe NCMonb30BaHNA KOM-
NbIOTEPOB, aHANM3UPYETCA COBPEMEHHOE COCTOAHME, TaKXKe NMPOrHO3MpyeTca AVHaMVKa Pa3BUTUA aHHOW NPeCTynHo-
CTn B 6nviKaiem 6yayLiem.

B 1966 1. xommbloTep OBLT BHEPBBIE HCIIOJNb- LUaJIbHO 3aperuCTPUPOBAHHBIA Cilydail MCIIOJIB30-
30BaH KaK MHCTPYMEHT JIJIsl COBEPIICHHUSI KPAXXH U3 BaHUS KOMIBIOTEPHON TEXHUKHU JUIsl COBEPIICHUS
Bbanka Munnecotsl, CIHA. D10 Obl1 nepBblid 0u- MPECTYIJICHUS, KOTOPBIA O3HAMEHOBAJI HACTYIIJIe-
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Tocyoapcmeo u npaso

HHE JpBl BBICOKOTEXHOJOTMYHON MPECTYIHOCTH'.
C Tex mop KOMIbIOTEpHbIE MPECTYIUICHUS MOJTyYH-
JH MIPOKOE paclpocCTpaHeHHEe BO MHOTHX cdepax
KHU3HU 00IIecTBa, KOTOpbIe B 60-X Tolax emie Jaaxe
HE CyILECTBOBAJIH.

Jlo HeaBHETro0 BPEMEHU CUUTANIOCh, YTO IIpe-
CTYITHOCTB B c(hepe MCIIONIb30BaHHS KOMITBIOTEPHBIX
TEXHOJIOTUI CYHIECTBYeT TOJBKO B 3apyOesKHBIX
cTpaHax, a B Keipreickoii Pecniybnuke mmu B cTpa-
Hax CHI" mo nmpuuuHe cnaboit nHpopmaruzanum 00-
IIeCcTBa ee NpakTuiecku HeT. HemooneHka BO3MOX-
HOCTEH KOMIBIOTEpPU3aLMM CTPaHbl U NOTEHLHAJA
BBICOKOKJIACCHBIX CHIEIUAJINCTOB-KOMITBIOTECPIINKOB
IpuBeJa K HEIOCTATOYHOMY HM3YYEHMIO ITOH IMpo-
OJeMBI U, KaK CIICICTBHE, K MPABOBOMY BaKyyMy B
3TOl oOnactu. B maHHOM cityuae peub UIET O Tpa-
BOBOM BaKyyMe€ B OOJIACTH yTOJOBHO-IIPABOBBIX H
KPUMHHOJIOTHYECKUX Mep NPOTUBOJACHCTBUS Hpe-
CTYIHOCTH B cepe HCIOIB30BAHUS KOMITBIOTEp-
HBIX TexHosnoruil. B Keipreisckoit Pecyomnnke kom-
NIBIOTEPHAs IPECTYIHOCTh UMEET BBICOKYIO CTEIIEHb
JIATEHTHOCTH?,

B nanHoe Bpems He TOJIBKO Ha TEPPUTOPUU
Keiprei3crana, HO 1 OONBIIMHCTBA MOCTCOBETCKHIX
CTpaH TOMYYMIN PaclpoCTpaHEHHE pazHOOOpa3-
Hble BUJIbl TNPECTYIJICHUH, COBEPILIAEMBIX C HC-
MOJIb30BaHNWEM IOOabHOW ceTn MHTepHeT: Mo-
IICHHUYECTBO, JETCKas MOpHOrpadus, TOPTOBIIS
HapKOTUKAaMHU U OTPaHUYEHHBIMU B 00OPOTE JIeKap-
CTBEHHBIMH CpEICTBAaMH, TOPIOBII OTHECTPEIb-
HBIM OpYXXHeM, aykoroneM. Kpome Toro, omHUM
u3 HanboJiee OMacHBIX BUAOB NPECTYIUIEHUH ObLIO
Ha3BaHO MOIIEHHUYECTBO IPU TOPTOBJIE LIEHHBIMU
Oymaramu depe3 mmobanbHyI0 ceTh. Upe3BbIUaiiHO
pa3HooOpa3Hbl TaKXKe KOMIbIOTEPHbIE MOIIEHHUYe-
CTBa: 3TO JIOXKHBIE NMPEJIOKEHUS] TOBAPOB U YCIIYT,
YCIIyTH TI0 OpraHu3allH XaKepPCKUX arak, aepsl ¢
9JIEKTPOHHBIMU TUIATE)KHBIMU KapTaMH M CHEeTaMHU
KJIMEHTOB AJIEKTPOHHBIX IUIATeKHBIX cucTteM. Cra-
THCTUKA TIOKa3bIBaeT, 4To moutu B 43% ciydaen
JKEpPTBAaMH KOMITBIOTEPHBIX MOILIEHHUKOB CTaHO-
BATCS YYaCTHUKM OHJIAHHOBBIX AyKLIMOHOB — KOT-
Jla TIOKyTIaTelb OT3BIBACTCS Ha HEJOOPOCOBECTHOE
MIpeUIOKeHHEe MPUOOPECTH Kakoi-HUOYIb TOBap MO

' Combating computer crime. Prevention. Detec-
tion. Investigation. Chantico publishing company, inc.
1990.

2 bexboes A.3. YroI0BHO-TIPABOBBIC U KPUMUHO-
JIOTHYECKHEe MepPbl MPOTHUBOJIEHCTBHS MPECTYITHOCTH
B chepe HCIIOIb30BaHUS KOMIIBIOTEPHBIX TEXHOIOTHH
(o marepuanam Keipresckoit PecnyOonuku 1 oTaemb-
Heix crpan CHI'): Asroped. aumcc. ... xaHz. 1Opu.
HayK. — bumkexk, 2007. — C. 4.

OueHb HU3KOM IIeHe, HO ¢ npenoruiatoi. o 10% mo-
TEPIEBILINX — 3TO OAMHOKUE MY>KYUHBI U3 PA3BUTHIX
CTpaH, KOTOPbIE BEPAT B TaK Ha3bIBAEMBIX UEPHBIX
HeecT. OHO M3 TaKMX NPECTYIUICHUH ObUIO pac-
KpbiTo corpyaHukamMu MBI Poccuiickoit ®enepa-
uy. ['pynna MOIIEHHUKOB OT UMEHH KUTEIbHULBI
Mommkap-Onbl BCTYIHIA B MEPENHUCKY ¢ HCKABIIMM
yepe3 VHTepHET HeBecTy HHXeHepoMm M3 lepma-
HuHU. BMecTo doTorpaduu “u30paHHHIBI” €My BbI-
Cllai CHMMOK M3BECTHOH OamepuHBl AHACTacuu
BonoukoBoii. BeimMaHMB 10j] pa3HBIMU Ipesora-
MH y Oyymiero xeHuxa 26 ThICS4 €BpO, “HeBecTa”
NepenucKy npekparuia. Ilocie Toro kak HHXKEHEp
3agBUJI O mpou3olienuieM B ynpasienue “K” MBJI
PecriyOimkn Mapwuid D1, rpynmna u3 IeBsaTa apepu-
cTOB ObLTa pazobadcHa’.

PacreT xonmmuecTBO (PUKTUBHBIX CIIENOK 4epe3
WuTepHeT-Mara3ussl, e oriara MpoU3BOAUTCS C
nomompio cucreMsl Web Money Transfer. TlosBu-
JUCb U HOBBIE BHJIBI DJIEKTPOHHOTO BbIMOTATElb-
cTBa. HammprmMep, OBIBAIOT CiTydad, KOTJa B KPYITHBIE
ABUAKOMIIAHUW TI0 3JIEKTPOHHOM TOYTE TPUXOJST
MUChbMa C YIPO30i MPOBECTH TEPAKT HA UX caMoJie-
Te, €CNIM Ha YKa3aHHEIA cueT He OyleT MmepeBeeHa
KpyITHasi CyMMa.

Kpome oTMeueHHBIX BBILIE BUAOB KHOEpMO-
LIEHHUYECTBa, BIIOJHE pealbHa yrpo3a Tak Ha-
3BIBAEMOT0 KHOEpTEeppOpU3Ma, TOA KOTOPHIM TIO-
HUMaeTcs UCIojb3oBaHue MHTepHeTa B 1esiX pe-
KPYTUPOBaHMs HOBBIX CTOPOHHHUKOB, Pa3MELICHMS
nHpOpPMAIINH, HAPABICHHOW Ha pa3KUTaHUE MEK-
HAIMOHAJIBHOM PO3HU, PACOBOM HETEPIIUMOCTH.

Crenyer OTMETUTb, YTO Yallle BCEro MOAIEPK-
Ka CaliTOB TEPPOPUCTHUECKON M 3KCTPEMHUCTCKOU
HANpaBICHHOCTH OCYIIECTBISETCS H3-3a pyOexka.
ITo craructuxe MBJl PD, 85% takux pecypcos
HaxonATes 3a npeneidamu Poccun. Co3narh callT B
WHuTepHeTe Ha TeppuUTOpHM JHOOOTO TOCYIapcTBa
CerofHs o4eHb npocro. Ha 310 yXxoouT npumepHO
50 MUH BpeMeHHM ILIIOC CPEICTBA, IIEPEUUCIIIEMbIE
9JIEKTPOHHBIM IJIaTeX oM. [Ipuuem 3aperucTpupo-
BaTh CallT MOXKHO Ha JIF000€ MM M Pa3MECTHUTh Ha
HeM Jro0yto nHpopmanuio. Hampumep, B MIHTepHE-
T€ MO)XHO HaWTH MpeIIOKEHUs JJake 00 yciyrax
KIJJIEPOB, HE TOBOPSI YoKe 0 crioco0ax N3rOTOBJICHUS
HAPKOTHYCCKHX BEIIECTB M B3PBHIBHBIX YCTPOHCTR?.

Kak ormeuaror 3apyOexHble KPUMHUHAIHUCTBI,
OIIACHOCTH OT NPUMEHEHHUs BBILIEONUCAHHBIX CXEM

* Tlo maHHBIM MHTEPBBIO 3aM. HavalbHHUKA Bropo
crennaibHBIX TexHHYeckux Mepompustuit (BCTM)
MBJI P® Koncrantuna Mavabenn Gzt.ru.

4 “ONLINE INVESTMENT FRAUD: NEW
MEDIUM, SAME OLD SCAM” www.sec.gov.
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T K. Canuesa. Cospementoe cocmosmue KubepnpecmynHocnii...

MOIIICHHIYECTBA MOXKET PE3KO BO3pacTaTh MPH HC-
MOJIb30BAHUM B TPECTYMHBIX LENsAX KOMIIaHUH,
YUPEXKIEHHBIX 3a TpaHULAMHU TOCYIapcTBa, Kak
MpaBmiIo, B 0(p(PIIOPHBIX 30HAX, MOCKOIBKY MPaBO-
OXpaHUTEIbHbIE OPraHbl HCIBITHIBAIOT CEPbE3HbIE
TPYZHOCTH IPU OTCIEKHUBAHUM MU IPECIECIOBAHUN
WHOCTPAHHBIX MOIIICHHHUKOB.

PaccmoTpeB THIIMYHBIE CIIOCOOBI MOIIEHHUYE-
CTBa C McIONb30BaHueM ceTu MHrepHer B Poccun
1 JIPYTHX IIOCTCOBETCKUX CTpaHaX, HEOOXOIUMO OT-
METHUTb, YTO U KbIprel3cTaH BBIHYXKIIEH CIIE€0BaTh
00IINM TEHACHIHSM, IPOUCXOISAIINM B YKa3aHHBIX
COCEIHUX CTpaHax. JTO O3HAYACT, YTO MPH OypHOM
pocte UnTepHeT-TexHomoruii B Kelpreizcrane oxu-
JlaeTcs MOSIBJICHUE U YK€ TOSABIISIOTCS UIEHTUYHbIE
CNOoCcOOBI MOIIICHHUYECTBA.

OpHako, MO HAlIeMy MHEHHIO, KBIPIBI3CKOE
OO0IIECTBO OCTACTCS HE3AIIUIIECHHBIM OT MOZOOHO-
ro poja MPEeCTymHbIX MmocsrarenscTB. Cpenn 00-
CTOSITENILCTB, Ha KOTOPBIX MBI OCHOBBIBAEM CBOE
YTBEpIKICHHUE, MOTYT OBITh Ha3BaHBI: HECOBEPIICH-
CTBO KBIPTbI3CKOTO 3aKOHOAATEIILCTBA; OTCYTCTBHUE Y
KBIPTBI3CKUX MPABOOXPAHUTENBHBIX OPTaHOB OIIBITa
W METOJUK OOpHOBI C MOIOOHOTO poja MPECTyIIIe-

HUSIMH; OTCYTCTBHE CHCTEMBI B3aUMOJICHCTBHUS B
00pb0e C KOMIBIOTEPHOH MPECTYMHOCTHIO MEXITY
Pa3NMUYHBIMH TOCYAAPCTBEHHBIMH OpPTaHAMH; OT-
CYTCTBHE CHCTEMBI MH(OPMUPOBAHUSI OOIIECTBECH-
HOCTH O COBEPILCHHBIX MTPECTYIUICHHSX.

BMmecTe ¢ TeM KOMIBIOTEpHOE MOIICHHUYE-
CTBO, M BOOOIIE KHOSPIIPECTYITHOCTh B IEJIOM, MO-
JKET MPEICTABISTH CYHICCTBEHHYIO OMACHOCTh IS
WH(POPMAIIMOHHON ¥ (PUHAHCOBOH 0€30MacHOCTH
Keipreckoii PecrryOmukm.

B nensix 60ps0bI € 110100HON MpecTyTHOMN Jies-
TENBFHOCTBIO B KBIprBI3cTaHe MOMKHEI OBITH TIPEa-
MIPUHSTHI ONPEICICHHBIC MEpPbI, KOTOPBIC, HA HAIIl
B3[VISII, MOTYT OBITh 3aMMCTBOBAHBI U3 3apy0Oeik-
HOTO, B YACTHOCTH aMEpUKAHCKOTo, ombita. Cpenn
HUX MOTYT OBITh Ha3BaHBI: CO3IAHUE CUCTEMbI B3a-
HUMOJICHCTBUSL PA3IUYHBIX IPABOOXPAHUTEIHHBIX
OpraHoB JjIsi OOpbOBI C KOMITBIOTEPHBIM MOIIICH-
HUYECTBOM; CO3JaHUE CHUCTEMBI HH()OPMUPOBAHUS
HWHBECTOPOB O COBEPIICHHBIX M PACKPBITHIX Ipe-
CTYIUICHUSX, B YACTHOCTH uepe3 MHTepHeT, a Takke
pa3paboTka KPUMHHAIMCTHYCCKHUX METOIUK pac-
CJICIOBAHUSI TOAOOHBIX MPECTYILICHHH.



